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1. INTRODUCTION

1.1 This report is issued to assist the Authority in discharging its responsibilities in relation to the 
internal audit activity. 

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive (known in 
this context as the Internal Audit Consortium Manager) to report to the Audit Committee on 
the performance of internal audit relative to its plan, including any significant risk exposures 
and control issues. The frequency of reporting and the specific content are for the Authority 
to determine.

1.3 To comply with the above this report includes:- 

 Any significant changes to the approved Audit Plan;
 Progress made  in delivering the agreed audits for the year;
 Any significant outcomes arising from those audits; and
 Performance Indicator outcomes to date.

2. SIGNIFICANT CHANGES TO THE APPROVED INTERNAL AUDIT PLAN

2.1 At the meeting on 13 February 2015, the Annual Internal Audit Plan for the year was 
approved, identifying the specific audits to be delivered, with the IT audit plan of work 
confirmed at the meeting in December 2015. Over the course of the year there has been 
some timing changes agreed with management, and the time set aside for review of new 
strategic risks and advice in relation to disabled adaptations was not required.

3. PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK

3.1 The current position in completing audits to date within the financial year is shown in 
Appendix 1 confirming that the agreed audit plan is now complete. 

As members are aware the main part of the plan of work is completed by TIAA Ltd, with 
West Suffolk Audit completing the Revenues and Benefits audit reviews through the ARP 
arrangements.

3.2 In summary 188 days of programmed work has been completed by TIAA Ltd, and 35 days 
completed by West Suffolk Audit, totalling 223 days.

4. THE OUTCOMES ARISING FROM OUR WORK

4.1 On completion of each individual audit an assurance level is awarded using the definitions 
shown in the table below.

Substantial 
Assurance

Based upon the issues identified there is a robust series of suitably 
designed internal controls in place upon which the organisation relies to 
manage the risks to the continuous and effective achievement of the 
objectives of the process, and which at the time of our review were being 
consistently applied.

Reasonable 
Assurance

Based upon the issues identified there is a series of internal controls in 
place, however these could be strengthened to facilitate the organisation’s 
management of risks to the continuous and effective achievement of the 
objectives of the process. Improvements are required to enhance the 
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controls to mitigate these risks.

Limited 
Assurance

Based upon the issues identified the controls in place are insufficient to 
ensure that the organisation can rely upon them to manage the risks to the 
continuous and effective achievement of the objectives of the process. 
Significant improvements are required to improve the adequacy and 
effectiveness of the controls to mitigate these risks.

No Assurance Based upon the issues identified there is a fundamental breakdown or 
absence of core internal controls such that the organisation cannot rely 
upon them to manage risk to the continuous and effective achievement of 
the objectives of the process. Immediate action is required to improve the 
controls required to mitigate these risks. 

4.2 Recommendations made on completion of audit work are prioritised using the definitions 
shown in the table below.

Urgent Fundamental control issue on which action to implement should be taken within 
1 month.

Important Control issue on which action to implement should be taken within 3 months.

Needs 
Attention

Control issue on which action to implement should be taken within 6 months.

4.3 On completion of audit work “Operational Effectiveness Matters” are proposed, these set out 
matters identified during the assignment where there may be opportunities for service 
enhancements to be made to increase both the operational efficiency and enhance the 
delivery of value for money services. These are for management to consider and are not part 
of the follow up process.

4.4 During the period covered by the report Internal Audit Services (TIAA Ltd) have issued ten 
final reports and the Executive Summary of these reports are attached at Appendix 2. Full 
copies of these reports can be requested by Members from the Internal Audit Consortium 
Manager. 

4.5 As a result of these audits 41 recommendations have been raised; no priority one (urgent) 
16 priority two (important) and 25 priority three (needs attention). 

Of these 41 all have been agreed by management and 10 Operational Effectiveness Matters 
have been proposed to management for consideration.

4.6 In summary the final reports issued conclude the following:

Accountancy Services

The audit covered; Treasury Management; Control Accounts; Banking; Bank 
Reconciliations; Asset Register; Journal Entries - General Ledger Maintenance; Budgetary 
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Control; and Insurances. The audit concluded with a substantial assurance, with only one 
priority three (needs attention) recommendation raised and agreed with management.

Accounts Receivable

This scope of this audit covered; Policies, Procedures and Security of the system; Raising of 
sundry debtors, refunds and transfers; Direct Debits; Suspense account; Recovery and write 
off of outstanding debts; and Reconciliations. 

A reasonable assurance was concluded, with five priority two (important) recommendations 
agreed with management to address the following: all invoices requests should be raised 
promptly, date stamped upon receipt and authorised prior to processing; invoices to clearly 
state the Council’s right to charge interest on late payments; all credit notes be accompanied 
by a Default Credit Note Request Form; all debts to be pursued in accordance with the Debt 
Recovery Procedure; and reviews be undertaken of all accounts to identify any duplicates.

Community Development

The objective of the audit was to review the systems and controls in place within Community 
Development, with particular emphasis on the Health and Wellbeing projects for Fit Families, 
Dementia and Master Gardeners, to help confirm that these are operating adequately, 
effectively and efficiently.

The audit concluded with one priority two (important) and three priority three (needs 
attention) recommendation agreed with management and a reasonable assurance opinion 
concluded. The important recommendation relates to; retention of DBS compliance checks 
by the Council regarding staff managed by Creative Arts East for undertaking the Our Day 
Out project (this had been undertaken but evidence not retained).

Corporate Governance

The audit will covered the justification for the new Group/Board Structure; and compliance 
with terms of reference, including reporting and decision making. In particular the audit 
focused on the following Boards; Finance, Section 106, Transformation, Performance, Audit 
and Risk and Safeguarding. 

The audit concluded in a substantial assurance recognising that the Council has produced 
an Operational Governance document which is the overarching driver for the shared 
management officer led groups / boards reporting to the Executive Management Team 
(EMT). Each group / board is supported with agreed Terms of Reference and examination of 
meeting minutes for those groups / boards were found to be significantly detailed and 
comprehensive in their coverage with action points assigned and follow up actions recorded. 

Corporate Business Plan and Performance Management

This audit focused on; Team Plans, the use of Covalent, performance target setting, 
Corporate Business Plan 2015 and Corporate Delivery Plan. 

A substantial assurance was concluded confirming that the controls in this area are 
operating adequately, effectively and efficiently. This is the first time it has been possible to 
audit this area over the last few years and it is encouraging to see the improvements that 
have been made and how the area has progressed, particularly since the addition of 
Covalent. Three priority three (needs attention) recommendations were agreed with 
management for implementation.
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Environmental Health

The audit covered; Shared Management – Progress with meeting original objectives (cost 
benefits/operational efficiencies, to date / future planned benefits); One Solution (CIVICA 
APP System) – Benefits/Use/Accessibility of one shared operating system and Mobile 
Working – an update with progress on its implementation.

A substantial assurance was concluded with two priority three (needs attention) 
recommendations agreed with management. The audit recognised the benefits of the shared 
management structure and the one solution CIVICA APP system having been detailed and 
evidenced providing the Council with a unique standpoint in the delivery of Environmental 
Health Services across Breckland and South Holland District Councils through its shared 
management arrangements.

Key Controls and Assurance

This audit reviews the material systems within the Council to ensure that these are operating 
adequately, effectively and efficiently. 

The areas of; Accounts Payable, Payroll and the Assurance Framework were reviewed in full 
as part of this audit.

The audits of Accounts Receivable and Accountancy Services were undertaken in the first 
half of the year, with the key controls therein for the second half of the year reviewed in this 
audit.

Finally the area of Remittances (Income) was covered within year under specific audit 
reviews. 

This audit concluded with a reasonable assurance, with one priority two (important) and two 
priority three (needs attention) recommendations agreed with management, the important 
recommendation relates to; outstanding aged debts are reviewed on a monthly basis with 
evidence of this review retained i.e. signed and dated by the preparer and reviewer and with 
no outstanding debts left un-chased longer than three months, thereby reducing the risk of 
debts becoming irrecoverable or not promptly submitted for write off.

Remittances (Income)

The audit concluded in a substantial assurance, with two priority three (needs attention) 
recommendations agreed with management. The scope covered; Policies and procedures; 
Physical security surrounding the making of payments; Receipting of monies; Banking; 
Posting of income; and Reconciling income.

Network Security and Infrastructure

The network infrastructure enables users to connect to servers and equipment which is not 
directly connected to their own physical PC or workstation, with this element of the review 
looking at how the Council’s Windows domain is configured and will use a third party 
Computer Audit Tool called SekChek to look at the Network Server Operating System (O/S) 
configuration and logical access controls. Network Security looks at how the Council’s 
network is accessed, how it is supported and monitored and how the network is secured 
against unauthorised access.

This IT concluded in a reasonable assurance with two priority two (important) and 11 priority 
three (needs attention) recommendation raised and agreed with management. The priority 
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two recommendations relate to; Management working with Norfolk County Council to 
understand the current status of the BT Assure service and the internal processes in place 
for analysing the data and meeting with BT; and ensuring that Breckland IT management 
design and implement an appropriate IT training programme for their staff.

Disaster Recovery

This audit revisited the area of Disaster Recovery (DR), and the scope included a review of 
Physical Access at the Thetford DR site, alongside a review of the expected controls. 

The audit concluded in a limited assurance, with seven priority two (important) 
recommendations and one priority three (needs attention) recommendation agreed with 
management. The audit recognised the improvements made in this area, in particular the 
implementation of the “Site Recovery Manager” tool which facilitates the ability to initiate 
seamless recovery processes and provides a platform to design and implement increasingly 
diverse DR testing scenarios.

To complete improvements in this area management now need to complete the upgrade of 
the DR infrastructure and ensure that formal documentation of DR plans are drafted and 
agreed thereafter. Following this copies of the DR plans need to be communicated and 
linked to Business Continuity Plans, with full testing plans documented and carried out on a 
regular basis. 

4.7 Of the 10 final reports, nine of these concluded in a positive opinion (substantial or 
reasonable), indicating a strong and stable control environment in these areas. 
Recommendations to improve the control environment for Disaster Recovery are recognised 
and will be actioned by management.

4.8 In addition West Suffolk Audit have concluded on the ARP Revenues and Benefits audits as 
follows:

 Council Tax – Substantial assurance (equivalent to reasonable) – 19 
recommendations;

 National Non-Domestic Rates – Substantial assurance (equivalent to reasonable) – 
30 recommendations; and

 Benefits – Substantial assurance (equivalent to reasonable) – 21 recommendations.

In total 72 recommendations have been agreed with management; one priority one, 49 
priority two and 22 priority three. Members will note that the number of recommendations is 
high in number; however the audit does cover multiple Councils. This work was concluded 
during quarter four of the 2015/16 financial year, and as yet these recommendations remain 
not yet due. They are however recognised weaknesses in the control area that management 
have agreed to address and updates will be requested from West Suffolk Internal Audit 
Service over the course of the forthcoming year.

4.9 Finally, as part of the new contract with TIAA a Cross Authority review has been undertaken 
of the Accounts Payable services, the Council’s involved in this review were; Breckland, 
North Norfolk & South Norfolk District Council’s and Gt Yarmouth Borough Council.

The overall objective of the review was to identify where there are opportunities to generate 
savings in processing of transactions within the Accounts Payable function.

The review evaluates the arrangements at the Council in respect to Creditor Payments and 
those at three other Councils in the region to identify and share opportunities for good 
practice. 
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Key Points
 None of the Councils were significant outliers
 Opportunities identified for efficiencies in procurement
 All Councils made creditor payments within their target
 Variances existed in the analysis of payments made without a purchase order

4 points were raised on conclusion of the review:
1. The Council may wish to revisit its position regarding prompt payment discounts.
2. The Council may wish to communicate these performance indicators to demonstrate 

their commitment to the local community.
3. The Councils may wish to consider putting in place a joint procurement process 

initially for stationary, printing and recruitment.
4. The Councils may wish to consider a joint analysis exercise on capital expenditure to 

identify any common suppliers, and potentially enter in to joint contracts.

Appendix 3 provides a summary of the results.

5. PERFORMANCE MEASURES

5.1 The new Internal Audit Services contract includes a suite of key performance measures 
against which the new contractor will be reviewed on a quarterly basis. There are a total of 
13 indicators, over 4 areas. From the first year of the contract records will be maintained for 
all 13, however performance can only be recorded on 11 of these as base line data is 
required for the final 2. The performance measures can be seen at Appendix 4.

5.2 There are individual requirements for performance in relation to each measure; however 
performance will be assessed on an overall basis as follows (for the first year):

 9-11 KPIs have met target = Green Status.
 5-8 KPIs have met target = Amber Status.
 4 or below have met target = Red Status.

Where performance is amber or red a Performance Improvement Plan will be developed by 
the contractor and agreed with the Internal Audit Consortium Manager to ensure that 
appropriate action is taken.

5.3 The annual report in relation to performance has been completed and provided to the 
Internal Audit Consortium Manager. The report shows that performance for the year was 
green status with targets having either been met or exceeded. The detail of these 
performance measures can be found in the Annual Report and Opinion 2015/16 elsewhere 
on the agenda.

5.4 In addition to the quarterly reports from the Contractors Audit Director, ongoing weekly 
updates are provided to ensure that delivery of the audit plan for the current financial year is 
on track. 
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK 

Audit Area Audit Ref No. of days Revised 
Days

Days 
Delivered

Status Assurance 
Level

Date to 
Committee

Urgent Important Needs 
Attention

Op

Quarter 1
CAPITA Performance Information BRK1603 5 5 5 Final Report issued 23 July 2015 Limited 0 3 1 0 11 December 

2015
TOTAL 5 5 5
Quarter 2
Development Management BRK1604 18 18 18 Final Report issued 6 October 2015Reasonable 0 7 0 0 11 December 

2015
Democratic Services includes member training, 
allowances, & expenses and committee system

BRK1606 6 6 6 Final Report issued 16 October 
2015

Substantial 0 0 0 1 11 December 
2015

Building Control BRK1607 8 8 8 Final Report issued 30 October 
2015

Limited 3 2 1 0 11 December 
2015

Leisure Facilities and Culture BRK1608 14 14 14 Final Report issued 30 October 
2015

Substantial 0 0 1 1 11 December 
2015

TOTAL 46 46 46
Quarter 3
Risk Management BRK1601 4 4 4 Position Statement issued 1 

December 2015
11 December 
2015

Accountancy Services BRK1609 18 18 18 Final Report issued 6 January 2016 Substantial 0 0 1 1 10 June 2016

Accounts Receivable BRK1610 10 10 10 Final Report issued 6 January 2016 Reasonable 0 5 0 0 10 June 2016

Community Development BRK1612 8 8 8 Final Report issued 9 March 2016 Reasonable 0 1 3 1 10 June 2016

TOTAL 40 40 40
Quarter 4
Corporate Governance BRK1602 4 4 4 Final Report issued 22 April 2016 Substantial 0 0 0 1 10 June 2016
Performance Management, Corporate Policy and 
Business Planning

BRK1605 10 10 10 Final Report issued 15 April 2016 Substantial 0 0 3 0 10 June 2016

Environmental Health BRK1611 10 10 10 Final Report issued 17 March 2016 Substantial 0 0 2 1 10 June 2016

Key Controls and Assurance BRK1613 10 10 10 Final Report issued 1 April 2016 Reasonable 0 1 2 0 10 June 2016

Remittances BRK1614 8 8 8 Final Report issued 18 March 2016 Substantial 0 0 2 2 10 June 2016

TOTAL 42 42 42

Recommendations
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IT Audit  
Software Licence Management BRK1615 0 7 7 Final Report issued 11 August 2015Limited 1 3 2 1 11 December 

2015
Starters, Leavers and Joiners BRK1616 0 6 6 Final Report issued 13 August 2015Reasonable 0 3 2 0 11 December 

2015
Patch and Change  Management BRK1617 0 6 6 Final Report issued 13 November 

2015
Limited 1 4 0 0 11 December 

2015
Network Security and Infrastructure BRK1618 0 10 10 Final Report 26 January 2016 Reasonable 0 2 11 3 10 June 2016
Business Continuity Planning / Disaster 
Recovery

BRK1619 0 8 8 Final Report issued 23 March 2016 Limited 0 7 1 1 10 June 2016

IT Asset Management BRK1620 0 4 4 Carried forward to 201516
IT Audits to be confirmed BRK TBC 34 0 0
TOTAL 34 41 41
Follow Up
Follow Up BRK NA 12 12 12
Specific follow up exercise BRK NA 2 2 2
Other Work
Strategic Risk Register Review BRK TBC 20 0 0
Disabled Adaptations advice & guidance BRK TBC 5 0 0
TOTAL 39 14 14

TOTAL 206 188 188 5 38 32 13

West Suffolk Internal Audit Reviews
Council Tax na 11 11 11 Final Report issued 31 March 2016 Substantial 0 14 5 0 10 June 2016 

National Non Domestic Rates na 11 11 11 Final Report issued 22 March 2016 Substantial 1 22 8 0 10 June 2016 

Benefits na 13 13 13 Final Report issued 22 March 2016 Substantial 0 13 9 0 10 June 2016 

TOTAL 35 35 35

OVERALL TOTAL 241 223 223

Percentage of overall plan completed 100%
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APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARIES

Assurance Review of Accountancy Services

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

No recommendations were made in respect of Control Accounts, Banking, Bank 
Reconciliations, Journal Entries – General Ledger Maintenance, Budgetary Control 
and Insurances.

Control Area Urgent Important Needs Attention Operational

Treasury Management 0 0 0 1

Asset Register 0 0 1 0

Total 0 0 1 1

SCOPE
The objective of the audit was to review the systems and controls in place within Accountancy Services, as detailed in the action points above, to help confirm that these are 
operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed Substantial in managing the risks associated with the Accountancy Services. The 
assurance opinion has been derived as a result of one ‘Needs attention’ recommendation being raised upon the conclusion of our work.   

 The audit has also raised one ‘operational effectiveness matter’, which sets out matters identified during the assignment where there may be opportunities 
for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

KEY FINDINGS

Positive Findings 

It is acknowledged there are areas where sound controls are in place and operating consistently:

Treasury Management 

 Approved versions of the Treasury Management Policy and Strategy refer to both the Code of Practice and Prudential Code. 

 Segregation of duties exists between preparing and processing investments with decisions approved in accordance with delegated levels of 
authority prior to the placement of funds for investment.

Control Accounts

 Control account reconciliations for the areas reviewed, in particular, for Creditors, Debtors and Payroll, are independently verified.

Bank Reconciliations

 Bank reconciliations are completed on a monthly basis, including for bank charges and are independently verified.  

 Banking procedures include Business Continuity arrangements in the event on-line access to accounts not being available, access to treasury 
investment trading not being available, and how to issue manual cheque payments to pay suppliers if the need arises. 

Asset Register 

 Assets are revalued on a regular basis in accordance with the Council’s valuation schedule. The asset register is updated to reflect the changes 
in value with the latest valuation being undertaken as at 1st April 2015.

 The Fixed Asset Module (FAM) and the General Ledger are reconciled on a monthly basis and independently verified.

Journal Entries and General Ledger Maintenance

 Manual journals are subject to independent review, before processing (save for one petty cash journal tested which was an oversight).  

Budgetary Control 

 Budgets are set in accordance with an agreed timetable including the 2015/16 Council Tax calculation. 

 Responsible officers are actively involved in the budget setting process. 
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 Budgets and reported expenditure are reconciled to the General Ledger on a monthly basis.

 Variances on Costs Centres exceeding +/- £5,000 are subject to review and reported in the quarterly Performance Report, with the Capital budget 
position and Treasury investment report.

Insurances

 Insurance claims are recorded and submitted to the Council’s insurers in a timely manner.

Issues to be addressed 

The audit has highlighted the following areas whereby controls would benefit from being strengthened, and as a result of these findings one needs attention 
recommendation has been made.

Asset Register 

 Internal procedures require evidence of review to confirm they are reflective of current practices and include review dates, including most recent 
and next scheduled, in order to reduce the risk of inconsistent practices developing.

Operational Effectiveness Matter

 The one operational effectiveness matter for management to consider relates to the introduction of a proforma for recording details of all 
investment options, including rates applicable, to be provided to the S151 Officer (or deputy) prior to approving the investment.  
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Assurance Review of Accounts Receivable

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Raising of sundry debtors, 
refunds and transfers

0 3 0 0

Recovery and write off of 
outstanding debts

0 2 0 0

Total 0 5 0 0

No recommendations raised for Policies, Procedures and Security of the System, 
Direct Debits, Suspense Accounts or Reconciliations.

SCOPE
The objective of the audit is to review the systems and controls in place within Accounts Receivable, to help confirm that these are operating adequately, 
effectively and efficiently.
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Reasonable’ in managing the risks associated with Accounts Receivable. The 
assurance opinion has been derived as a result of five ‘important’ recommendations and five ‘needs attention’ recommendations being raised upon the 
conclusion of our work. 

KEY FINDINGS

Positive Findings 

It is acknowledged there are areas where sound controls are in place and operating consistently:

 There are a number of written procedures covering Accounts Receivable which were reviewed by the Treasury and Exchequer Supervisor since 
starting in her current position in March 2015.

 Methods of payment available to the public are clearly identified.  

 Direct debits are promptly set up.

 Items in suspense are reviewed and cleared daily.

 Income is reconciled to the bank and subject to independent check. 

 Systems access user rights are subject to annual review and are independently checked.

Issues to be addressed 

The audit has highlighted the following areas whereby controls would benefit from being strengthened, and as a result of these findings five important 
recommendations have been made.

Raising of Sundry Debtors, Refunds and Transfers  

 Invoice requests need to be promptly processed and properly authorised to reduce the risk of inappropriate invoices being raised and late or non-
payment of monies owed to the Council. 

 The Council’s legal right to charge interest on late payments in accordance with Late Payment Legislation is to be recorded on invoices in order to 
reduce the risk of legal challenge if disputed.     

 In April 2016 the Council introduced the use of Default Credit Note Forms for improving controls over the issuing of credit notes, at the time of the 
audit this was still being embedded. It therefore needs to be ensured that credit notes are accompanied with the correct supporting documentation, be 
raised promptly and properly authorised, thereby reducing the risk of inappropriate credit notes being processed and financial loss to the Council, to 
enable this new control to be fully effective.

Recovery and Write off of outstanding debts
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 To comply with the Council’s policy on recovering debts and to fully document recovery decisions, so as to reduce the risk of debts not being 
recovered and resultant financial loss to the Council.  

 A review to be undertaken to identify duplicates or inactive accounts to reduce the risk of needless or receipts to inappropriate accounts. 
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Assurance Review of Community Development

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Master Gardener Programme 0 0 3* 1

Our Day Out Project 0 1 0* 0

Breckland Fit Families Project 0 0 0* 0

Total 0 1 3 1

*Recommendations relate to procedures for all three projects/programmes.

SCOPE
The objective of the audit was to review the systems and controls in place within Community Development, as detailed in the action points above, to help confirm that these are 
operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Reasonable’ in managing the risks associated with Community 
Development. The assurance opinion has been derived as a result of one ‘important’ recommendation and three ‘needs attention’ 
recommendations being raised upon the conclusion of our work. 

 The audit has also raised one ‘operational effectiveness matter’, which sets out matters identified during the assignment where there may be 
opportunities for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money 
services.

KEY FINDINGS

Positive Findings 

It is acknowledged there are areas where sound controls are in place and operating consistently:

 There is a written agreement in place between the Council and Creative Arts East and Aspire P.E. for delivering the Our Day Out and Fit for Families 
Projects on behalf of the Council.

 Documented policies and procedures are in place to help confirm the Council is complying with the Local Government Health and Wellbeing agenda; 
the grant conditions provided by Norfolk County Council’s Health and Wellbeing Board.

 The Health and Wellbeing projects and programmes meet the Council's corporate priorities in its Corporate Plan. 

 The Council is monitoring the terms and conditions of the agreements with contractors for the delivery of the Health and Wellbeing projects on behalf 
of the Council.

 The Council is complying with the match funding requirements for the delivery of the Master Gardener programme.

 The Council is undertaking budget monitoring on all three projects.

 Regular progress reports are produced and reported to senior management, members and the Health and Wellbeing Board, as appropriate.   

Issues to be addressed 

The audit has highlighted the following areas where one ‘important’ recommendation has been made.

Our Day Out Programme

 Documented Disclosure and Barring Service (DBS) compliance checks are retained on Creative Arts East staff for undertaking the Our Day Out 
project. This reduces the risk of reputational damage occurring from a lack of DBS checks undertaken by the contractor,

The audit has highlighted has also highlighted the following areas where three ‘needs attention’ recommendations have been made.
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Master Gardener Programme

 There is a need for contract monitoring meetings between the Council and the contractors used for running the Health and Wellbeing projects to be 
formally minuted including any key actions in order to reduce the risk of disputes arising over discussions undertaken and decisions made on the 
management and delivery of the project, leading to reputational loss to the Council. This issue also applies to the Breckland Fit Families and Our Day 
Out Projects.

 Documented monitoring and assessment on the Health and Wellbeing projects is regularly undertaken against the Council's Corporate Priorities and 
the guidance from the District Action on Public Health (DAPH) document so as to reduce the risk that the Council’s desired outcomes of not being met 
and funding withdrawn. This issue also applies to the Breckland Fit Families and Our Day Out Projects.

 Setting of formal deadlines to review and decide on the long term viability and benefit of the projects in order to reduce the risk of protracted 
uncertainty as to the long term viability of the projects, leading to reputational loss for the Council. This issue also applies to the Breckland Fit 
Families and Our Day Out Projects.

Operational Effectiveness Matters

 The operational effectiveness matter, for management to consider relates to a retrospective written agreement with the contractor, Garden Organic 
for the delivery and management of the Master Gardener programme.
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Assurance Review of Corporate Governance

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Justification for the new 
Group/Board Structure

0 0 0 1

Compliance with terms of 
reference, including reporting 

and decision making

0 0 0 0

Total 0 0 0 1

SCOPE
The objective of the audit was to review the systems and controls in place within Corporate Governance, as detailed in the action points above, to help confirm that these are 
operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Substantial’ in managing the risks associated with Corporate Governance. 
The assurance opinion has been derived as a result of no recommendations being raised upon the conclusion of our work. 

 The audit has though raised one ‘operational effectiveness matter’, which set out matters identified during the assignment where there may be 
opportunities for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money 
services.

KEY FINDINGS

Positive Findings 

We found that the Council has demonstrated the following points of good practice as identified in this review and we will be sharing details of these 
operational provisions with other member authorities in the Consortium:

 The Council has produced an Operational Governance document which is the overarching driver for the shared management officer led groups / 
boards reporting to the Executive Management Team (EMT). Each group / board is supported with agreed Terms of Reference and examination of 
meeting minutes for those groups / boards reviewed i.e. Finance Board, Performance, Risk and Audit Board, Joint Safeguarding Group, Section 106 
and the Transformation Board, were found to be significantly detailed and comprehensive in their coverage with action points assigned and follow up 
actions recorded. The scope offered by the five selected groups / boards was also wide ranging whilst within their respective Terms of Reference. 
The Performance, Risk and Audit Board also provides the opportunity for senior management to call in service managers for updates on 
performance, risk and audit related matters. 

It is acknowledged there are areas where sound controls are in place and operating consistently:

 There is clear justification for the Operational Governance arrangements, with clear Terms of Reference in place for the groups / boards reviewed and 
with minutes formally minuted. 

 For all meeting minutes reviewed, there were clear links to the remits within the respective Terms of Reference with attendance recorded and 
apologies for absences.    

Issues to be addressed 

 Other than the requirement for all meeting minutes to refer to the date of the next scheduled meeting, which was discussed and agreed with 
Executive Assistants during the course of the audit fieldwork, there are no issues requiring formal recommendations.  

Operational Effectiveness Matters

 The operational effectiveness matter, for management to consider, relates to terms of reference being updated for the Finance Board, Section 106 
meeting and the Joint Safeguarding Group, to include reference to the frequency of their respective meetings, which is currently excluded although is 
referred to in the overarching Operational Governance document sent to members of EMT fortnightly. In addition, the Performance, Risk and Audit 
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Board to refer to the correct job title of the Chair which is the Executive Director - Strategy and Governance instead of the Executive Director - 
Commissioning and Governance and to refer to the Executive Management Team (EMT) which replaced the Corporate Management Team (CMT) in 
July 2015, when the new shared management structure was adopted.



Page 22 of 41

Assurance Review of Corporate Business Plan and Performance Management

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

“Team Plan” 0 0 1 0

“Use of Covalent” 0 0 1 0

“Performance Target Setting” 0 0 1 0

Total 0 0 3 0

No recommendations have been raised in respect of Corporate Business Plan 2015 
and Corporate Delivery Plan. 

SCOPE
The objective of the audit was to review the systems and controls in place within Corporate Business Plan and Performance Management, as detailed in the action points 
above, to help confirm that these are operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Substantial’ in managing the risks associated with the Council’s Corporate 
Business Plan and Performance Management system. The assurance opinion has been derived as a result of three ‘needs attention’ 
recommendations being raised upon the conclusion of our work. 

KEY FINDINGS

Positive Findings 

It is acknowledged there are areas where sound controls are in place and operating consistently:

 The corporate delivery plan sets out critical activities to deliver the four main priorities as stated in the Corporate Plan 2015. Linked to these critical 
activities are the performance indicators, key actions and key risks/barriers associated with the delivery of the priorities.

 Performance indicators from the Corporate Delivery Plan were recorded in Covalent with some these being further developed as appropriate with 
data being accurately transferred onto the new system.

 Performance reports can be obtained directly from Covalent and this is accessible to all managers. Where a Performance Indicator is due for update, 
an email notification is sent to the relevant manager(s) and the officer assigned with the responsibilities of updating the indicator(s).

 Targets are RAG rated (Red, Amber and Green) with adverse performance rated Red. Review of the Performance, Risk and Audit Board (PR&AB) 
minutes confirmed that managers of performance indicators which are below targets are challenged at these meetings as to the reasons why.

Issues to be addressed 

The audit has also highlighted the following areas where three ‘needs attention’ recommendations have been made.

Team Plan

 A review to be undertaken in the calculation and reporting of the cumulative figure for the ‘Empty Properties Back in Use’ performance indicator and 
to provide  explanations for the shortfall in the ‘Homeless application processing times, in order to mitigate the risk of inaccurate reporting of 
outcomes used by management for informed decision making.

Use of Covalent

 Approved forms to be used for authorising the setting up new users with access to Covalent, in order to reduce the risk of unauthorised access. 

Corporate Business Plan 2015 and Corporate Delivery Plan

 Covalent to be reviewed to ensure each performance indicator has an assigned manager for overall responsibility in order to prevent inaccurate 
reporting and lack of monitoring of outcomes.  
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Assurance Review of Environmental Health

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Shared Management 0 0 0 0

One Solution (CIVICA APP 
System)

0 0 2 1

Mobile Working 0 0 0 0

Total 0 0 2 1

SCOPE
The objective of the audit was to review the systems and controls in place within Environmental Health, as detailed in the action points above, to help confirm that these are 
operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Substantial’ in managing the risks associated with Environmental Health. The 
assurance opinion has been derived as a result of two ‘needs attention’ recommendations being raised upon the conclusion of our work. 

 The audit has also raised one ‘operational effectiveness matter’, which set out matters identified during the assignment where there may be opportunities 
for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

KEY FINDINGS

Positive Findings 

We found that the Council has demonstrated the following points of good practice as identified in this review and we will be sharing details of these 
operational provisions with other member authorities in the Consortium:

 The benefits of the shared management structure and the one solution CIVICA APP system have been detailed and evidenced providing the Council 
with a unique standpoint in the delivery of Environmental Health Services across Breckland and South Holland District Councils through its shared 
management arrangements. This also satisfies the aim of achieving cost benefits by sharing services but also providing operational efficiencies by 
streamlining the service provided.

 A business case was presented to Cabinet and Full Council noting the core benefits to be achieved through the implementation of; the shared service 
(Environmental Health), the one solution CIVICA APP system and the mobile working solution for both Breckland and South Holland District Councils. 

 Progress with meeting original objectives of the business case has been achieved through the setting of plans and timescales for project completion 
and through the monitoring and reporting of the project at strategic and operational levels including the Project Board.

It is acknowledged there are areas where sound controls are in place and operating consistently:

 Access to the CIVICA APP system is restricted to authorised levels of control and is aligned in accordance with officer's job roles and responsibilities. 

 The CIVICA APP system Dashboard is fit for purpose, allowing the efficient and effective administration of environmental health services and 
consistent reporting through at both Council’s.

 The Council has established a reporting suite within the CIVICA APP system in order to monitor and report on caseloads and for annual and statutory 
reporting.

 Data in support of annual returns produced by the system is verified prior to outcomes being reported.

 New staff members will be initially provided with restricted access to the system until it can be proven that they are competent to undertake the duties 
required of them, from the system.

Issues to be addressed 

The audit has highlighted the following areas where two ‘needs attention’ recommendations have been made.
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One Solution (CIVICA APP System)

 Documented procedures be introduced for all aspects of the CIVICA APP system to prevent the risk that processes and functions within the CIVICA 
APP system may be undertaken incorrectly or inefficiently.

 Documentation be retained on management authorisation for the addition or removal of staff access to the CIVICA APP system to prevent the risk of 
inappropriate access and misuse of the system, leading to reputational damage for the Council.

Operational Effectiveness Matters

The operational effectiveness matter, for management to consider, relates to progressing arrangements to provide a data link between the CIVICA APP 
system and the performance management system, Covalent.

Position Statement for the Mobile Working Solution

The planning, delivery and implementation of the mobile working solution has been undertaken in line with the implementation of shared management and the 
One Solution CIVICA APP system. However, the Council has experienced delays during the planning phase of the mobile working solution in relation to 
CIVICA deciding how the solution was to be delivered. Once the final project plan was confirmed, the first phases of delivery of the solution commenced in 
September 2015. The solution is currently in test phase and was due to go live on 10th February 2016.  However, this has been delayed due to the 
identification of issues which were to be resolved by CIVICA. It was confirmed that the solution went live on 26th February 2016 as per the agreed revised 
deadline. Full implementation of the solution, including roll out of the service and training for staff members is due to be completed by 4th March 2016. Audit 
undertook a walkthrough of the mobile working application during its test phase and the key benefits and functionalities were demonstrated.
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Assurance Review of Key Controls and Assurance

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Accounts Receivable 0 1 1 0

Assurance Framework 0 0 1 0

Total 0 1 2 0

No recommendations or operational effectiveness matters were made in respect of 
Remittances, General Ledger, Control Accounts, Asset Management, Treasury 
Management, Budgetary Control, Accounts Payable and Payroll.

SCOPE
The objective of the audit was to review the systems and controls in place within Key Controls to support the Annual Governance Statement (AGS), as detailed in the action 
points above, to help confirm that these are operating adequately, effectively and efficiently. 
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RATIONALE 

The systems and processes of internal control are, overall, deemed ‘Reasonable’ in managing the risks associated with the Audit. The assurance opinion has 
been derived as a result of one ‘important’ and two ‘needs attention’ recommendations being raised upon the conclusion of our work.

KEY FINDINGS

Key Controls Testing

There are a number of key controls within the fundamental financial systems that are required to be covered by internal audit each year, in order to support 
the AGS.

Under the agreed internal audit plan for 2015/16 a number of these material systems have been reported on in detail and those key controls have been 
addressed in each system reviewed. Recommendations have been raised in these individual audit reports, the areas covered in full were:

 Remittances.

Where testing only covered the first half of the year this audit has provided top up testing for these key controls and the issues identified in this report should 
be viewed in conjunction with those reports, thus ensuring full year testing. The areas this applies to are:

 Accounts Receivable;

 General Ledger;

 Control Accounts

 Asset Management;

 Treasury Management; and

 Budgetary Control.

In addition the key controls in the material systems that were not covered as part of the agreed internal audit plan for 2015/16 have been reviewed as part of 
this audit, the areas to which this applies are:

 Accounts Payable;

 Payroll; and

 Assurance Framework.

During the internal audit of the above areas within this review the audit has highlighted the following area where one “important” recommendation has been 
made.

Accounts Receivable
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 Outstanding aged debts are reviewed on a monthly basis with evidence of this review retained i.e. signed and dated by the preparer and 
reviewer and with no outstanding debts left un-chased longer than three months, thereby reducing the risk of debts becoming irrecoverable or 
not promptly submitted for write off. 

In addition, the audit has highlighted the following areas where two “needs attention” recommendations have been made.

Accounts Receivable 

 Refunds are processed in a timely manner, i.e. within one working week of receipt of the request, thereby reducing the risk of accounts being 
inappropriately reduced or cancelled.

Assurance Framework

 The Council obtains retrospective agreement from the Head of Anglia Revenues Partnership (ARP) to the Risk Management and Internal 
Control Review form for quarter two of 2015/16 and ensures that future assurance forms are accurately completed and promptly returned, 
thereby reducing the risk of management non-compliance to Council policies and procedures.

Assurance Framework

A review of the assurance framework with the Council was also undertaken as part of the internal audit review, this focused on: the structure of the assurance 
statements, responsibility for completion, evidence retained, the mechanism for incorporating information into the Annual Governance Statement (AGS), 
senior officer and member review of the AGS and subsequent review and monitoring of (any) action plans. 

It is acknowledged there are areas where sound controls are in place and operating consistently:

 The Assurance Statements and the questions they contain cover all aspects of the services assurances.

 The Annual Governance Statement (AGS) for 2014/15 was reviewed by Audit Committee and senior management prior to publication within the 
Council’s 2014/15 Statement of Accounts and included the statement: ' All relevant senior managers have completed assurance statements 
confirming that the governance framework has been operating within their areas of responsibility and that they are fully compliant'.
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Assurance Review of Remittances

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Physical security surrounding 
the making of payments

0 0 1 0

Receipting of monies 0 0 1 1

Reconciling income 0 0 0 1

Total 0 0 2 2

No recommendations or operational effectiveness matters were made in respect of 
Policies and procedures, Banking and Posting of income.

SCOPE
The objective of the audit was to review the systems and controls in place within Remittances, as detailed in the action points above, to help confirm that these are operating 
adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Substantial’ in managing the risks associated with Remittances. The assurance 
opinion has been derived as a result of two ‘needs attention’ recommendations being raised upon the conclusion of our work. 

 The audit has also raised two ‘operational effectiveness matters’, which set out matters identified during the assignment where there may be opportunities 
for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

KEY FINDINGS

Positive Findings 

It is acknowledged there are areas where sound controls are in place and operating consistently:

 Documented procedures are in place and regularly reviewed to govern the receipt, banking and reconciling of income.

 Secure arrangements are in place for the receipt, retention and banking of income by the Council.

 A process is in place for ensuring appropriate levels of access to the Council’s income system.

 A daily download is posted automatically to the income system and exception reports are run daily to highlight any errors or omissions, which are then 
promptly investigated. 

 Daily reconciliations are undertaken between bank statements and income accounts and monthly reconciliations are undertaken for bank accounts 
with any discrepancies identified resolved in line with procedure.

 A monthly adjustment is undertaken for petty cash prior to banking with discrepancies identified and resolved in line with procedure.

Issues to be addressed 

The audit has highlighted the following areas where two ‘needs attention’ recommendations have been made.

Physical security surrounding the making of payments

 Ensure daily sign off of the post room rota by both the ‘post opener’ and the ‘supervisor’ to prevent the risk of unauthorised access to post received by 
the Council. 

Receipting of monies

 A sample check be undertaken on departmental cheques processed each month to ensure that a valid audit trail to process is documented and 
retained thereby preventing the risk of unauthorised cheque processing.

Operational Effectiveness Matters

The operational effectiveness matters, for management to consider relate to the introduction of a system for the logging of post-dated cheques which will 
automatically flag up when a cheque has to be processed and the implementation of an independent review of the daily reconciliations between bank 
statements and income accounts. 
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Assurance Review of Network Infrastructure & Security

Executive Summary
OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Domain Accounts Policy 0 0 1 1

User Privileges 0 0 3 0

Trusted and Trusting Hosts 0 0 1 0

User Accounts & Passwords 0 0 3 1

Home Directories, Logon Scripts, 
Workstation Restrictions

0 0 1 0

Security Option Settings 0 0 1 0

Discretionary Access Controls 
(DACLs)

0 0 1 0

Network Support 0 1 0 0

Routers 0 1 0 0

Virus/Malware Detection & 
Prevention

0 0 0 1

Total 0 2 11 3

No recommendations were made in the areas of Audit Policy Settings, Services & 
Drivers, Logical Drives, Default Login Accounts, Remote Access Servers & Security, 
Network Administration, Network Monitoring and Network Topology & Resilience

SCOPE
The objective of the audit was to review the systems and controls in place within Network Infrastructure & Security, as detailed in the action points above, to help confirm that 
these are operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Reasonable’ in managing the risks associated with Network Infrastructure and 
Security. The assurance opinion has been derived as a result of two ‘important’ and 11 ‘needs attention’ recommendations being raised upon the 
conclusion of our work. 

 The audit has also raised three ‘Operational Effectiveness Matter(s)’, which sets out matters identified during the assignment where there may be 
opportunities for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

KEY FINDINGS

Positive Findings 

It is acknowledged there are areas where sound controls are in place and operating consistently:

 Audit Policy Settings are adequately configured in that failure events are recorded.

 Security log sizes are adequately configured for the needs of the Council.

 User rights that should only be granted to Administrators have been adequately restricted, and the number of administrators as a proportion of users 
is reasonable.

 Services and drivers installed on the Domain Controller used for the scan were noted as appropriate and relevant.

 Breckland’s connection to the Norfolk County Council network is a primary 1Gb connection, with a 100Mb backup link.  Each of these, in turn, is 
connected to two other nodes, all of which is deemed to be reasonable.

 Norfolk County Council uses the Logrhythm application to monitor all windows and other network appliance logs, with configured alerts in place where 
they are deemed to be required.

 The Domain Controller scanned for the audit has Windows Server 2008 R2 and Service Pack 1 installed.  This is the latest Service Pack available for 
this Operating System.

 Logon scripts and home directories have been appropriately configured.

 There is a problem management process in place that analyses potential “Problem Candidates” as potential indications of trend issues that may 
require review and resolution.

Issues to be addressed 

The audit has highlighted the following areas whereby controls would benefit from being strengthened, and as a result of these findings two ‘important’ 
recommendations have been made.
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Routers

 To review the status of the BT Assure Intrusion Detection services and the internal processes in place for analysing the data and meeting with BT 
The lack of such monitoring services increases the risk of undetected potentially malicious intrusions into the Council’s network.

Network Support

 -Breckland DC employed IT staff require a formal training needs assessment and supporting training programme to be implemented.  Inadequate 
training increases the risk of an inability to support the business priorities of the Council.

The audit has highlighted has also highlighted the following areas where eleven ‘needs attention’ recommendations have been made.

Domain Accounts Policy

 The generic administrator username known as “DomainAdmin” should be disabled.  The use of such generic usernames with high privileges and 
where the password never expires increases the risk of inappropriate activity in the network.

User Privileges

 The Domain Local, Global and Universal groups with no members should be reviewed and deleted, where possible.  The presence of security groups 
that are no longer required increases the risk of inappropriate access and unauthorised activity.

 The accounts that appear to be generically named and which do not appear to be associated with a service account should be reviewed and disabled 
or deleted, where possible, to ensure accountability and responsibility for actions can be accounted for.

 There user accounts with rights that should not be granted to them need to be reviewed and removed where possible.  Assigning powerful rights such 
as these to users increases the risk of inappropriate changes being applied to the domain.

Trusted and Trusting Hosts

 A review of the two-way trusts is required to understand their purpose and to remove trusts no longer required.  The presence of trust relationships 
that are not required increases the risk of unauthorised access from other domains into the Council’s domain and vice versa.

User Accounts and Passwords

 There should be a review of the accounts whereby passwords are not being changed regularly, with these being disabled or deleted, where possible.  
The presence of accounts that are not required increases the risk of security vulnerabilities being exposed.

 There should be a review of the user accounts whose passwords never expire.  No user account should be allowed this privilege, which should be 
removed, where possible.  The presence of this privilege increases the risk of security vulnerabilities.

 The locked, disabled and expired accounts require review and appropriate action.  There is an increased risk of security vulnerabilities where such 
accounts are present.
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Home Directories, Logon Scripts, Workstation Restrictions

 A review should be undertaken of roaming profiles to ensure only those with a business need have them. The use of such profiles increases the risk 
of network disruption caused by the need to send large amounts of data across the network for all users where there no requirement for this to 
happen, especially at the start and end of each day as staff log on and off.

Security Options

 Security Option settings are generally well configured, although there are minor opportunities for further improvement.  Inadequate Security Option 
settings increase the risk of potentially inappropriate network activity going undetected.

Discretionary Access Control Lists (DACLs)

 The Discretionary Access Control records need to be regularly reviewed.  The lack of such review increases the risk of security vulnerabilities.

Operational Effectiveness Matters

The operational effectiveness matters, for management to consider relate to updating the Domain Accounts Policy setting known as “Allow lockout of local 
Administrator account” to “enabled”, updating the mailbox known as “Watchguard” to remove its ability to have a blank password and to set up a secondary 
update location for Anti-Virus signature updated.
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Assurance Review of Disaster Recovery (DR) & Thetford Physical Security

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

No recommendations were made in the areas of 3rd Party Management and 
Continuous Improvement

Control Area Urgent Important Needs Attention Operational

Adequacy of DR Provision 0 3 0 0

Backup & Recovery 
Capabilities

0 1 0 0

DR Testing 0 1 0 0

Alignment with the Business 
Continuity Plans

0 1 0 0

DR Development for New 
Systems

0 1 1 0

Thetford Physical Access 
Controls

0 0 0 1

Total 0 7 1 1

SCOPE

The objective of the audit was to review the systems and controls in place for DR and Thetford Physical Security, as detailed in the action points above, to 
help confirm that these are operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Limited’ in managing the risks associated with DR and Thetford Physical 
Security. The assurance opinion has been derived as a result of seven ‘important’ recommendations and one ‘needs attention’ recommendation 
being raised upon the conclusion of our work.

 The audit has also raised one ‘Operational Effectiveness Matter’, which sets out matters identified during the assignment where there may be 
opportunities for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money 
services.

KEY FINDINGS

Positive Findings 

We found that the Council has demonstrated the following points of good practice as identified in this review and we will be sharing details of these 
operational provisions with other member authorities in the Consortium:

 The Council is implementing the “Site Recovery Manager” tool which facilitates the ability to initiate seamless recovery processes and provides a 
platform to design and implement increasingly diverse DR testing scenarios.

It is acknowledged there are areas where sound controls are in place and operating consistently:

 The Thetford DR facility is shared with the Anglia Revenues Partnership (ARP), whose IT service is managed by West Suffolk.  The facility was found 
to be adequate for the purposes of providing the physical DR infrastructure required to deliver an adequate DR service.

 The Security of the Thetford DR facility was found to be adequate in that the facility itself is locked and located in an internal room with no external 
windows.

 Disaster Recovery services are contractually required to be supplied by Norfolk County Council as part of the wider IT support service.  This includes 
supporting the implementation of new or updated Disaster Recovery infrastructure and support resources as required from time to time.  However, the 
Council has recognised that the services being provided by Norfolk County Council does not address the issue, which has resulted in a recognition 
that an alternative local solution was required and is currently being implemented. 

 The Council has identified its priority business systems and applications within appendix J of the corporate Business Continuity Plan.  These include 
relevant Recovery Time Objectives.

Issues to be addressed 

The audit has highlighted the following areas where seven ‘important’ recommendations have been made.

Adequacy of DR Provision
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 The work to complete the installation of the physical DR infrastructure requires completion and relevant formal DR plans need to be documented.  
Should the work not be completed, there is an increased risk that relevant DR support cannot be demonstrated and provided.

 The documented DR plans should be communicated to all relevant management and staff, with hard copies held at appropriate locations.

 The IT department should document their own IT Business Continuity Plans to show how the DR service, including out of hours cover, will be 
delivered.

Backup and Recovery Capabilities

 Breckland IT staff have identified weaknesses within the current backup processes managed by Norfolk County Council that require resolution.  
Inadequate backup processes increase the risk of service disruptions.

DR Testing

 A formal DR test plan requires drafting and agreeing as there is no testing of the DR plans in place.  A lack of appropriate DR test plan increases the 
risk of service disruption caused by unforeseen operational issues.

Alignment with the Business Continuity Plans

 IT Management to ensure that all DR-related documentation such as the DR plan, test schedules, test reports and remedial action plans be shared 
with Business Continuity colleagues as appropriate.  Where knowledge sharing is inadequate, there is an increased risk that the DR service is unable 
to support the Council's priority services during an incident.

DR Development for New Systems

 Resilience for the telecommunications infrastructure is not yet in place. A lack of appropriate resilience for the Council's telecommunications 
infrastructure increases the risk that priority services cannot be adequately supported during an incident.

The audit has also highlighted the following area where one ‘needs attention’ recommendation has been made.

DR Development for New Systems

 The IT Department are not routinely made aware of new projects until they have progressed.  If the IT department is involved in projects only at a 
later stage, there is an increased risk that the ‘continuity requirements’ for the new system may not be fully understood and may lead to additional 
project expense to meet resilience and recovery needs of the service using the system

Operational Effectiveness Matters

The operational effectiveness matters, for management to consider relate to working with West Suffolk to understand the feasibility of installing CCTV within 
the DR facility at Thetford to help ensure that any unauthorised access is detected in a timely manner.
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APPENDIX 3 – CROSS AUTHORITY REVIEW
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APPENDIX 4 – PERFORMANCE MEASURES

Area / Indicator Target
Audit Committee / Senior Management

1. Audit Committee Satisfaction – measured 
annually

2. Chief Finance Officer Satisfaction – 
measured quarterly

Adequate

Good

Internal Audit Process
3. Each quarters audits completed to draft 

report within 10 working days of the end 
of the quarter

4. Quarterly assurance reports to the 
Contract Manager within 15 working days 
of the end of each quarter

5. An audit file supporting each review and 
showing clear evidence of quality control 
review shall be completed prior to the 
issue of the draft report ( a sample of 
these will be subject to quality review by 
the Contract Manager)

6. Compliance with Public Sector Internal 
Audit Standards

7. Respond to the Contract Manager within 
3 working days where unsatisfactory 
feedback has been received.

100%

100%

100%

Full

100%

Clients
8. Average feedback score received from 

key clients (auditees)
9. Percentage of recommendations 

accepted by management

Adequate

90%

Innovations and Capabilities
10. Percentage of qualified (including 

experienced) staff working on the 
contract each quarter

11. Number of training hours per member of 
staff completed per quarter

12. Number of high and medium priority 
recommendations made per quarter

13. Number of audits which are considered 
to add value 

60%

1 day

To decrease over the life of the contract (from 
year 2)
To increase over the life of the contact (from 
year 2)


